NHO®OPMALIMOHHA ITAMSITKA
JJIAA OBYYAIOIIIUXCA 11O HHOPOPMAIIMOHHOU BE3OITACHOCTH

C kaxzapIM rofiloM MOJOJEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKU — OJHH U3
CaMbIX AaKTUBHBIX IOJb30BaTene Pynera. Mexay TeM, IIOMHMO OIpPOMHOIO KOJIUYECTBA
BO3MOKHOCTEH, WHTEpPHET HECeT W MpoOJieMbl. DJTa MaMsaTKa JOJDKHA TIOMOYh Tebe Oe30macHo
HaXOJUTHCSI B CETH.

KomnbrorepHbie BHpPYyChI

KomnbroTepHbIii BUPYC — 3TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX MHPOTrPaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBJIETCSI COCOOHOCTh K Pa3MHOXKEHHIO. B 1omomHeHne K 3TOMy, BUPYCHI
MOTYT TMOBPEIUTh WIM TOJHOCTBIO YHHYTOXHUThb Bc€ (ailibl M JaHHbIE, IOJAKOHTPOJIbHBIE
MI0JIb30BATENI0, OT UMEHH KOTOPOTro ObLIa 3aIylleHa 3apakxeHHas IporpaMma, a TaKkkKe MOBPEAUTh WIN
Jlake YHUUYTOXKHUTh ONEPAllMOHHYIO CUCTEMY cO BceMu (haiinamu B 1esqoM. B OonbliMHCTBE citydaeB
pacipoCTpaHsIOTCS BUPYCHI UEPE3 UHTEPHET.

Mertoas! 32Tl OT BPEJOHOCHBIX IIPOIPAMM:

1. Ucnionb3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOILNE CEPbE3HBIM YPOBEHD 3alLUTHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. TlocrosHHO ycTaHaBinWBai maT4u (MUGPOBBIE 3aIUIaTKHA, KOTOPHIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C LIEIbI0 JOPaOOTKH MpPOTrpaMMBbl) U JIpyrHe OOHOBJICHHUS CBOCH OINEpalmOHHON
cucteMbl. CkaunBail UX TOJBKO ¢ odummaibHOro caita pazpadorunka OC. Ecnu cymecTByer pexum
aBTOMAaTHYECKOI0 OOHOBJIEHHS, BKIIIOUH €TO;

3. Pabotaif Ha cBoeM KOMITbIOTEpPE IOJI ITPaBaMu IOJIb30BATENs, a HE aIMUHUCTpaTOpa. DTO He
MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTaNIMPOBATHCS HAa TBOEM IE€PCOHATbHOM
KOMIIBIOTEPE;

4. Vcnonb3yll aHTUBHPYCHBIE NPOrPaMMHBIE IPOAYKTHl M3BECTHBIX IPOM3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;
5. Orpannyb GU3HYECKUI JOCTYN K KOMITBIOTEPY JUIsl TOCTOPOHHMX JIHII;

6. VMcnonp3yil BHEIIHWE HOCHTENW HMHQPOpMaNUM, Takue Kak (idIiKa, AUCK wuiau (ain u3
HHTCPHCTA, TOJIBKO U3 NPOBCPCHHBIX UCTOYHUKOB,

7. He oTkpbIBaii KOMIBIOTEpHBIE (aiiiIbl, MOJyYEHHBIE U3 HEHASKHBIX UCTOYHHUKOB. Jlaxe Te
(aiiabl, KOTOPBIC IPUCITAT TBOM 3HAKOMBIN. JIydIlie YTOUHH Y HETO, OTIIPABIISII JIM OH TEOE HX.

Cern WI-FI

Wi-Fi — 3T0 He BUJ mepenadn JTaHHBIX, HE TEXHOJOTHS, a BCEro JUIIb OpeHna, Mapka. Eme B
1991 romy HuIepnaHiackas KommaHus 3apeructpupoBana Opena "WECA", urto o0o3Hauano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTcst Kak "0ecrpoBOIHasI TOYHOCTH .

Jlo Hamero BpeMeHH JIonuia Apyras abopeBuarypa, KOTopast sSIBISIETCS TaKOH K€ TEXHOJIOTHEH.
Orto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHHe ObLTO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOU
texuuku Hi-Fi, uto B mepeBoie o3HauaeT "BhICOKass TOUHOCTH".

Jla, OecrmaTHBI HWHTEPHET-IOCTYN B Kade, OTeNsIX M a’dpomnopTrax SBISETCS OTIWYHOU
BO3MOXXHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE SKCIEpThI CYUTAIOT, YyTO obmmenocTynHbsie Wi-Fi cetn
HE SIBJISIFOTCS] 0€30MaCHBIMH.

CoBetbl 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYNHBIX ceTsax Wi-Fi:

1. He mepenamaii cBoro nuuHyto uHpopManuio depes odmenoctymnasie Wi-Fi cetu. Paboras B
HUX, KCJIAaTCIIbHO HC BBOAUTD MapOJIn JOCTYIIA, JIOTHUHBI U KaKHUC-TO HOMCEPA,

2. Wcnonb3yii ¥ OOHOBIANW aHTHBHPYCHBIE NpPOTrpaMMbl M OpaHamaysp. Tem cambIM TbI
obe3omacuib ceOs OT 3aKa4YKH BUpPYyca Ha TBOE YCTPOUCTBO;



3. IIpu ucnons3oBanuu Wi-Fi otkmoun ¢pynknuro "OOmuit moctyn K ¢aiinam u npuHTepam'.
JlanHas QyHKIHMS 3aKpbiTa [0 YMOJIYAHHUIO, OJHAKO HEKOTOPHIE IOJIb30BATEN aKTUBUPYIOT €€ IS
y100CTBa UCIIOIB30BaHMs B paboTe WiH yueoe;

4. He ucnionw3yit myommunbiii Wi-Fi 11 mepenaun JTUYHBIX JTaHHBIX, HAIPUMED JJIs BBIXO/AA
B COI[MATIbHBIE CETHU UJIU B AJIEKTPOHHYIO MOYTY;

5. Ucnone3y#t Tonpko 3amumiennoe coeaunnenne yepes HTTPS, a ue HTTP, T1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B MmoOmipHOM Tenedone otkimoun pyaknuio "l[logkmouenne k Wi-Fi aBromatudecku". He
JIOITyCKai aBTOMaTHYECKOTO MOJKIIOYEHUs yCTpoiicTBa K ceTsM Wi-Fi 6e3 TBoero coryacusi.

CounajnHble ceTH

COI_II/IaJ'IbHBIG CCTU AKTUBHO BXOAAT B HAIly XWU3Hb, MHOTHC JIIOAU pa60Ta10T " XKUBYT TaM
nocTostHHO. Ho, OOJNBIIMHCTBO MOJIb30BaTeNeil He MOHMUMAIOT, YTO WH(POPMALUs, Pa3MEUICHHAs UMHU
B COIIMAJIBHBIX CCTAX, MOXKET 6I>ITB HaﬁHeHa " UCII0JIb30BaHA KEM YIOJHO, B TOM YHCJIC HGO6$I321TCJIBHO
¢ OlaruMu HaMepEHUSIMH.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpannyb cucoK apy3eil. Y T1e0s B APY3bAX HE JOJDKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIOIEH;

2. 3amumiail CBOIO YacTHYIO Ku3Hb. He ykasbiBail mapoisu, tenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS M JPYrylo JW4YHYI0 HH(OpManuoo. 3JI0yMBIIUIEHHUKH MOTYT HCIONb30BaTh Jaxe
UH(POPMALIKIO O TOM, KaK Tl M TBOM POJUTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amumiail cBOI pemyTaIuio — IePKU €€ B YHCTOTE W 3a/aBail cebe BOMpoc: XoTed Obl ThI,
4TOOBI JPYrHe IMOJIb30BATEIM BHUJACHH, YTO Thl 3arpyxkaems? I[logymaii, mpexie dYemM dYTO-TO
OITyOJIMKOBATh, HAMKCATDH U 3aTPY3UTh;

4. Ecnau Tl TOBOPHILB C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE HUCIIOJIb3YH CBOE peajlbHOE UM U
JPYTyIo JUYHYIO HH(OPMALMIO: UMsI, MECTO KHUTEIbCTBA, MECTO yueObl U IIpOUee;

5. U36erait pazmenienust pororpaduii B8 MHTEpHETE, T/I€ THI M300pa)ke€H HAa MECTHOCTH, IO
KOTOPOU MOYKHO OIPEICTUTH TBOE MECTOIOIOKECHHUE;

6. Ilpu perucTpanvyd B COIUAIBHONH CETH HEOOXOIMMO HCIOIb30BaTh CIOXKHBIC MapOJIH,
cocrosmue u3 OykB v QP U ¢ KOJIUYSCTBOM 3HAKOB HE MEHee §;

7. nst conmaibHON CEeTH, TTOYTHI U JPYTHX CAUTOB HEOOXOIMMO MCIIOJIb30BaTh Pa3HbIE apOJIH.
Torz[a €Clin T€6$I B3JIOMAIOT, TO 3JIOYMBINUJICHHUKU ITOJYy4YaT JOCTYII TOJIBKO K OAHOMY MCCTY, 4 HC BO
BCE Cpazy.

DJIeKTPOHHBbIE 1eHbIH

DONEeKTpOHHBIE JIEHBIW — 3TO OYCHb YJMOOHBIM CIMOCOO TIUIaTeXEeH, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT HOJYUUTH 3THU ACHBI'U.

DNEKTPOHHBIE JIEHbIM TOSIBUJIUCH COBCEM HENABHO W HMEHHO H3-3a 3TOTO BO MHOTHX
rocynapcTBax 0 CUX IMOpP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIIMOHUPYIOT U O HUX yXK€ MPOMHCAHO B 3aKOHE, T/Ie UX Pa3AeNsioT Ha
HECKOJIbKO BHUJOB — AQHOHHMMHBIE MU HE aHOHMMHBbIC. Pa3HWIIa B TOM, YTO AHOHUMHBIE — 3TO TE€,
B KOTOPBIX pa3peliaercs NpoBOJUTH Onepanuu 0e3 naeHTU(GUKAINY [T0JIb30BATENs, @ B HE aHOHUMHBIX
UACHTU(DHUKAIIS TOTH30BATENS SBISETCS 0053aTEHHOM.

Taxke crnemyer pa3nuyaTh 3JIEKTPOHHBIC (UATHBIE JEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC He(DHATHBIC JICHBI'H (HE PABHBI TOCYIaPCTBEHHBIM BATIOTaM).

OcHoBHbIE COBETHI 110 0€30MacHOM paboTe C IIEKTPOHHBIMU J€HbIaMU:

1. TlpuBsixku K cueTy MOOMIBHBIA TeneoH. DTo camblii yMOOHBIH M OBICTPBIA CIIOCOO
BOCCTaHOBUTH JIOCTYI K cdery. [IpuBsi3anHbIi TenedOoH MOMOXKET, eCiid 3a0yAellb CBON IIaTeKHBIN
MapoJib WM 3aiIeIIb HA CAT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnonw3yit ogqHopaszoBsie mapoiu. [locne mepexoma Ha YCUIIEHHYIO aBTOPH3AIII0 TeOe yKe
He OyJeT yrpoXkarh OMacHOCTh KPaXKH WM MepexBaTa MIATeKHOTO MapoJis;

3. Boibepu cnoxsblii nmapons. IIpectynmHukam OyJneT HENpoCTO yrajaaTh CIOXKHBIM Hapoilb.
HanexHble maposnm — 3TO MapoiM, KOTOpPbIE COAEpKAT HE MEHee 8 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBIC M MPONHMCHBIE OYKBBI, IIU(PPbI U HECKOJBKO CHUMBOJIOB, TaKME€ KaK 3HAK JoJuiapa, QpyHTa,
BOCKJIMIIATEIbHBIN 3HAK 1 T.1. Hampumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSCILIb.

DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs IoYTa — 3TO TEXHOJIOTUS U NPEOCTaBISEMBIE €10 YCIyTH IO IMEPECBUIKE U
MOJIyYEHUIO JIEKTPOHHBIX COOOILEHUH, KOTOpPhIE PACIPEAESIOTCS B KOMIbIOTEpHOH ceTu. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIM SIIMK BBIMIAJUT CICAYIOIIMM 00pa3oM: UMs_IOJIb30BATEISI(@UMS_JIOMEHA.
Taxxe kpoMme nepegaun IpOCTOro TEKCTa, MMEETCS BOZMOKHOCTh TiepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ ANEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh MpaBWIBHBIA TOYTOBBIM cepBHUC. B WHTEpHETE €CTh OTPOMHBIM BBHIOOD
OecIUIaTHBIX TIOYTOBBIX CEPBUCOB, OJHAKO JyYllle TOBEPATH TEM, KOTO 3HAellb M KTO TMEPBBIA
B PEUTHHTE;

2. He ykaspiBali B IWMYHON mMouTe nUYHYIO HWHpopmanutoo. Hampumep, mydiie BbIOpaTh
"My3bIKaIbHbIN _(haHaT@'" umu "pok2013" BMecTo "Témal3";

3. Ucnonp3yil IBYXATAHYI0 aBTOPU3ALMIO0. DTO KOTJa MOMUMO Mapojsi HY>KHO BBOJUTH KOJ,
npuchUIaeMbii 1o SMS;

4. Bp1Oepu CIIOXKHBIN Tapodib. [[71s KaXkK10ro moYTOBOTO SMIKMKA JOJIKEH ObITh CBOM HAJIC)KHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecaum ecTtp BO3MOXKHOCTb HAIllMCaThb CaMOMY CBOM JIMYHBIA BOIPOC, MCIOIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIMKOB. [IepBhIi 11 4aCTHOM MEPENHUCKH C aipecaTamu,
KOTOpPBIM Thl JOBEpSAELIb. DTO AIEKTPOHHBIN aJpec HE HAJ0 HUCIOJIb30BaTh NPU PETUCTPALMU Ha
dbopymax u caiftax;

7. He oTkpbiBaii ¢aiiiasl U Ipyrue BIOKEHUS B MHChbMaXx, JaKe €CIM OHHW MPHUIIUIH OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiibr;

8. [Tocne oxoHuaHUsi pabOTHl HA TTOYTOBOM CEPBUCE Mepel 3aKPHITUEM BKIIAJKH C CAWTOM HE
3a0yap HaXaTh Ha "BeidTu".

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynauar — mpecienoBaHue COOOIIEHUSIMH, COJACPKAIIMMH OCKOPOJICHHS, arpeccuro,
3allyruBaHuC; XYJIIMTaHCTBO; COLMAJIbBHOC GOﬁKOTHpOBaHI/Ie C TIOMOUIBIO PAa3JIMYHBIX HHTCPHCT-
CEpPBHUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITUHTOM:

1. He Gpocaiics B 6oi. JIyummii crmoco0: mOCOBETOBAThCS Kak ceOsi BECTH U, €CIIM HET TOrO,
K KOMY MOXHO 06paTI/ITbC}I, TO HYXHO BHAa4aJIC€ YCIIOKOHUTLCA. Eciu TBH HauHellr OTBEYAThb
OCKOPOJICHUSMH Ha OCKOPOJICHHUSI, TO TOJBKO eIie OOJIBIIE pa30KKEITh KOHDIUKT;,

2. YrpaBnsii cBoel KuOeppenyTammei;

3. AHOHUMHOCTB B ceTH MHUMasl. CyIIEeCTBYIOT CIIOCOOBI BBIACHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crouT BeCTH XYJIUTaHCKHI 00pa3 BUPTYaJIbHOM *U3HH. IHTEpHET (UKCUpPYeT BCE TBOU
JEHCTBUSI I COXPAHSIET UX. Y JAIUTh UX OYyJEeT KpaiiHe 3aTPyIHHUTEIBHO;

5. Cobmrosiaii CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii emuHuuHbli HeraTuB. OJXHOpPA30BbIE OCKOPOWUTENBbHBIE COOOIIECHUS JIy4Ile
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha Ha4YaJIbHOM CTa/lny;



7. ban arpeccopy. B mporpammax oOMeHa MrHOBEHHBIMHU COOOIIEHUSIMH, B COITUATBHBIX CETIX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEIEICHHBIX apeCOB;

8. Ecmm T1bI cBuzmeTens KUOEpOYNIIMHra, TO TBOM JCHCTBUSA: BBICTYNIUTH MPOTHB
IIPECIeIOBaTeNs, MOKa3aTh €My, 4TO €r0 IEHUCTBHsA OLICHUBAKOTCS HETATUBHO, MOAJEPIKATh JKEPTBY,
KOTOPOH HY)KHA IICUXOJIOrHYecKast MOMOIIlb, COOOLIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO IMOBEACHUS B
CeTH.

MoOuabHbIi Tes1e(oH

CoBpemeHHbIE cMapT(HOHBI U MJIAHIIETHI COJEpXKaT B ceOe BIOJHE CephE3HBINA (DYHKIIMOHAM, U
Terepb OHU MOTYT KOHKYpHUpPOBaTh CO CTallMOHApHBIMU KOMITbIoTepaMu. OHAKO, CPEICTB 3aIIUTHI
JUISl TOTOOHBIX YCTPOMCTB MOKa OYeHb Majio. TecTHpOBaHME U IMOKMCK YSI3BUMOCTEH B HUX NMTPOUCXOIUT
HE TaK MHTEHCUBHO, Kak Jis [1K, To e camoe kacaercss 1 MOOWIIBHBIX TPUIIOKECHUH.

CoBpemeHHbIE MOOWIBHBIE Opay3epbl YK€ NpPAaKTHUYEeCKH JOTHAIM HACTOJbHBIC aHAJIOTH,
OJIHAKO pacmmpeHue (yHKIMOHAJIA BJIEUYET 3a COO0OM OOJNBIIYIO CIIOXHOCTh W MEHBIITYIO
3allIUIICHHOCTD.

Jlameko He Bce MPOM3BOAMUTEIN BBITYCKAIOT OOHOBICHUS, 3aKPHIBAIONINE KPUTUUIECCKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 11l 0€30MacCHOCTH MOOMIIBLHOTO TeneoHa:

1. Huuero He siBIsieTcs MO-HACTOSIIEMY O€CIUIaTHBIM. byab OCTOpoXkeH, Beab Korja Tebe
npeiaraloT 6eCIuIaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

2. ymaii, npexxae yem oTnpaBuTh SMS, ¢hoto mim Buaeo. Thl TOUHO 3HACIIb, I/I€ OHU OYAYT B
KOHEYHOM UTOre?

3. Heo6xoa1uMo 0OHOBIISATE OTIEPAIIMOHHYIO CHCTEMY TBOETO cMapTdhoHa;
4. Vicnonb3yi aHTUBUPYCHBIE MPOTPAMMBI JJIsI MOOUJIBHBIX TEIE(OHOB;

5. He 3arpyxaii mpuiaoXeHUs OT HEU3BECTHOIO HCTOYHHKA, BEIb OHU MOTYT COJEpPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieYeHue;

6. Ilocme TOro kak Thl BBIAJCIIb C caifTa, e BBOAWJ JIMYHYIO HH(POpPMANHIO, 3aiau
B HAaCTpOWKHU Opay3epa u ynanu cookies;

7. Ileppoandecku MpoBepsiii, KaKKe IJIaTHBIC YCIYTU AKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOt HOMEp MOOWIBHOTO Tele(hOHA TOJIBKO JIIOISIM, KOTOPBIX ThI 3HACIIb M KOMY
JIOBEpsICLIb;

9. Bluetooth nomkeHn OBITH BBIKJIIOYEH, KOTJa Thl UM HE MOJNb3yelnbcs. He 3a0biBail mHOTIA
IIPOBEPSATH 3TO.

OnyaliH-UTpPbI

CoBpeMEHHBIE  OHJAWH-UTPBI — O3TO  KpPacOYHbIE, 3aXBaThIBAIOIIHNE  pa3BJICUCHHUSI,
OOBEAMHSIIONINE COTHU THICSY YEIOBEK MO BceMy MupYy. WIrpoku WCCIeAyloT MaHHBIH UM MUD,
00IIal0TCsT APYr C JIPYyroM, BBITIONHSIOT 3a7aHus, CPaKArOTCA C MOHCTPAMH W TOJY4YarOT OIIBIT.
3a yIOBOJILCTBHE OHH TUIATAT: TOKYMAIOT JAKUCK, OTUIAYMBAIOT A00HEMEHT WM MPUOOPETAIOT KaKue-TO
OIIIINH.

Bce st cpencta uayT Ha mojjep)KaHUe U pa3BUTHE UTPHL, a TaKkKe Ha caMy 0e30I1acCHOCTD:
COBEPIIICHCTBYIOTCS CHUCTEMBI aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIE MaTyd (MU(POBBIC 3ariaTKU IS
IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Hurpax CTOMT oOIlacaTbCia HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO Kpa>Xu TBOCTO
napoJist, Ha KOTOpOM OCHOBAaHa CUCTCMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu apyroii urpok BeAeT ceds MIoX0 WM co3laeT Tebe HEeMpUATHOCTH, 3a0JI0KUpYH ero
B CITUCKE UTPOKOB;



2. Iloxanylicsl aiMUHUCTPATOpaM HWIPhl HAa IUIOXO€ MOBEIAEHUE ATOr0 WIPOKA, KEIaTeabHO
MPUIOKUThH KaKUEe-TO JIOKA3aTelIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMuHYI0 HHPOPMALIKIO B Ipodaiise urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranaBnuBaii Heo(uIManpbHbIE TATYH U MOJIBL;

6. Mcnionp3yil CII0KHBIE U pa3HbIe apOJIy;

7. Jlaxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUpYC. [I0oKa Tl Urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIIUHT WIH Kpaika JUYHbIX JaHHbIX

OOBIYHOMN KpaXkell JeHer W JOKYMEHTOB CETONIHS YK€ HUKOTO HE YAMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBINIUICHHUKH TEPEMECTHIINCh B WHTEPHET, M MPOJIOJDKAIOT 3aHUMAThCS
"III0OUMBIM" JIEJIOM.

Tak mnosiBWIIacCh HOBas yrpos3a: HMHTEPHET-MOIIEHHHYECTBA WM (DUIIMHT, TJAaBHas LEJb
KOTOPOTO COCTOUT B TIOJIyYCHUH KOH(HICHINAIBHBIX JIaHHBIX MOJI30BATENICH — JIOTHHOB U MApOJICH.
Ha anrnwmiickom si3pike phishing uutaercs kak ¢umunr (ot fishing — peiOnas joBis, password —
1apoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUITHMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThI oJ103peBaeiirb, 9YTo TBOSI aHKeTa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTE aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEE;

2. HUcnonw3yit Oe3omacHble BeO-CAThl, B TOM 4YHCIIe, WHTEPHET-Mara3muHOB M MOHCKOBBIX
CHUCTEM;

3. Hcnone3yli CIOXKHBIE W pa3Hble Tapoiu. Takum oOpa3oM, eciau TeOs B3JIOMAlOT, TO
37IOYMBIIIJICHHUKH MTOJTy4aT JOCTYI TOJBKO K OTHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebst B3JIOMalM, TO HEOOXOIUMO MPEAYHNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
00aBJICHBl Y TEOsI B JIPY3bsAX, O TOM, YTO TeOsI B3JIOMajad M, BO3MOXKHO, OT TBOETO MMEHHU OyjeT
pacchlUIaThCsl CllaM U CCHUIKHM Ha (DPUIMHTOBBIC CANUTHI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM cOXpaHEHUe maposisi B Opaysepe;

7. He oTkpbIBaii Qaiiel U Ipyrue BIOXKEHHS B MUChbMax, AaXK€ €CIU OHU NMPHIUIM OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUIN JIM OHU Te0e 3T (aiiibl.

udposas penyranus

[udposas penyramusi — 3TO HETaTUBHAs WM TO3WUTHUBHas WH(OpManus B ceTH O Teoe.
Komnpomerupyromas uHpopMmanus, pa3MelleHHass B MHTEPHETE, MOXET CEepbe3HbIM 00pa3oM
OTPa3UTHCS Ha TBOCH peaIbHOM KU3HH.

"Hudposas pemyranus" — 3TO TBOH UMUK, KOTOPbIH (hopmupyercs u3 uHpopManuu o tede
B MHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE MOJOXKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX — BCE ATO HAKATUTUBAETCS B CETH.

MHorre MOIPOCTKH JIETKOMBICICHHO OTHOCSTCS K IyOJHKAIlMH JHYHOW WH(pOpMAIUU
B UHTCPHCTC, HC MMOHHUMAasA BO3MOXKHBIX HOCHGI[CTBI/II‘;I. Trl JaXEe HC CMOXCIIIb JOoraaarbCia O TOM, 4TO
dboTorpadus, pazMelieHHas S5 JIeT Ha3a, cTaja IPUYUHON OTKa3a MPUHSTH TeOs Ha paboTy.

KommenTapum, pasmemienue TBoux Qororpaduii u npyrue ACHCTBUS MOTYT HE HCUE3HYTh
Jlake TI0CJIe TOTO, KaK Thl UX yAaluIIb. Thl HE 3HaelIb, KTO COXPAaHWI 3Ty WH(OpPMAIIHIO, MoTaja JIu
OHa B IIOMCKOBBIE CHCTEMBI U COXPAHMJIACh JHM OHA, a IJIABHOE: YTO MOIYMAIOT O TeOe OKpy’Karoliue
JFO/IM, KOTOpBIE HAUAYT M YBUIAT 3T0. HaliTh MHpOpMAIMI0 MHOTO JIET CITyCTSI CMOKET JI000# — Kak
U3 100pBIX MOOYKIEHUH, TaK U C HAMEPEHUEM IPUUMHUTB Bpel. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 0 3alTUTE ITU(POBOM peIyTaIuu:



1. Tlomymaii, mpexzae dYeM 4dYTO-TO NyOJWKOBaTh W TepenaBarh y cebs B Onore win
B COLIMAJIbHOM CETH;

2. B mactpoiikax mpoduis yCTaHOBH OTpaHMYCHHMS Ha IPOCMOTP TBOETO NMpO(Uis U ero
COAEPKUMOTO, CIeTal ero ToJIbKO "miis npysei”;

3. He pa3memiaif u He yka3bpiBail MHPOPMAIIMIO, KOTOPash MOXET KOT0-JIM00 OCKOPOJATHh WIIH
00MXKAaTh.

ABTOpCKOE NpaBo

CoBpeMeHHbBIE IIKOJILHUKM — AKTUBHBIE TOJb30BaTENU IUPPOBOro mpocrpancrsa. OnHaKo
JlaIeK0 HE BCE 3HAIOT, YTO IOJb30BAaHHE MHOTUMH BO3MOXKHOCTSIMH ILU(PPOBOro Mupa Tpedyer
coOJTI0IeHHSI TIPAaB HA MHTEIICKTYAIbHYIO COOCTBEHHOCTb.

Tepmun "wHTEUIEKTyallbHass COOCTBEHHOCTB" OTHOCHTCS K Pa3jMYHBIM TBOPEHHUSIM
YeJIOBEYECKOT0 yMa, HauyMHas C HOBBIX M300pETCHHA W 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha
OPOAYKTHl U YCIyTd, U 3aKaHuWMBasg KHUTamH, (oTorpadusiMu, KUHOGUIBMAMHU U MY3bIKaIbHBIMU
MPOU3BE/ICHUSMH.

ABTOpCKME TIpaBa — 3TO MpaBa Ha HHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha MPOM3BEACHUS
HayKH, JIUTEPATypbl U HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAa4€CTBE I'apaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI Tpya aBTOpa He OyJIeT HampacHbIM, JAaCT €My CIpaBeIJIHBBIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3yJIbTaTax CBOEro TPYyJa, MOIY4YUTh U3BECTHOCTh U Npu3HaHue. Hukro
0e3 paspeleHHst aBTOpa He MOXKET BOCIPOU3BOAUTH €0 MPOU3BENICHHE, PACIPOCTPAHITh, TyOJINYHO
JN€MOHCTPUPOBaTh, IpoJaBaTh, HMIIOPTUPOBaTb, IIyCKaTb B MPOKAT, MYOJWYHO HCIOJHATH,
NOKa3bIBaTh/UCIIONHATH B 3(upe win pa3meniars B IHTepHeTe.

Hcnonp3oBanue "MUPATCKOro" MpPOrpaMMHOTO OOECIIEYEeHUS! MOXKET NPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JIaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBA, I/I€ YCTAaHOBJIEHA
HenerajgbHas nporpamma. He ctouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHBbIE M O€CIUIaTHbIC
IIPOTrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.



